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: %d %d\n”, a, b);

Printf(“function entry

Static debug = ;
(debug)

Printf(“function entry : %d %d\n”, a, b);

DEBUG
DBGPR(a, args...) printf

DBGPR(a, args...

DBGPR( \n", a, b);
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Printf Printf, Printf Printf & 7153 sf2f ==

int funcA(int arg) {

return getpid() % arg;
}

syscall

getpid() 2= hook
- Kernal

sys_getpid()
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<funcA>:

callq *0x2008b0(%rip) # 200fe8 < Dynamic_Entry >

B allg 500 <getpid@plt> Original Instructions
cltd push %rbp
idivl -0x4(%rbp) mov.  %rsp,%rbp
sub  $0x10,%rsp
mov  %edx,%eax '
leaveq mov  %edi,-0x4(%rbp) Uft race
retq — Jmp to origin < Dynamic_Entry>
<Mmain=>. [
. . Original Instructions

callq *0x2008b0(%rip) # 200fe8 <Dynamic_Entry> push %rbp

mov  %rsp,%rbp
B cllg 77a <funcA> mov $0x186a0,%edi
pop %rbp

Jmp to origin

retq
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MY

Application

$ sudo ./uftrace -L. -k -a test

# DURATION TID FUNCTION
[ 15987 | main() {
[ 159871 | funcA(100000) { Library
[ 15981 1 getpid() { A .
0.269 us [ 1598] sys_getpid(); Platform
1.375 us [ 1598] } = 1598; [/ getpid */ . '
1.375 us [ 1598] } = 1598; /* funcA */
2.355 us [ 1598] | } = 1598; /* main */

Application Programming Interface

Operating System
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static inline __attribute__((always_inline)) char* get _msg() {

char str[64] = "Hello world\n";

return (charx)str;

}
int main() {
$ ./compile_by_gcc
char* p; Segmentation fault (core dumped)
p = get_msg(); o/
Jcompile_by clan
Hello world

return 0;
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static inline __attribute__((always_inline)) char* get _msg() {

char* str = "Hello world\n";

return str;

1 Mitigation &2t #1 - EX}E o+ £¢

static inline __attribute_ _((always_inline)) char* get_msg() {

const char* str = "Hello world\n";
char* p = malloc(strlen(str));

strcpy(p, str);

return p;
Mitigation 52t #2 - M| 2] S{X|VT ZH|E
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$ gcc inline.c
inline.c: In function ‘get_msq:
inline.c:6:9: warning: function returns address of local variable

[-Wreturn-local-addr]
return (char *)str;
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if (DECL_P (inner)
& & IDECL_EXTERNAL (inner)
&& ITREE_STATIC (inner)
& & 'DECL DECLARED INLINE P(current function _decl)
& & DECL CONTEXT (inner) == ¢ return = tree7} &3t SHA 7}
warning_at(loc, OPT_Wreturn_local_addr, inline 22 Moig|o] 9lo

"function returns address of local variab
tree zero = build zero cst(TREE_TYPE(res

|

NULL 2 HIX| OfA| !
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$ gcc -O1 —fdump-tree-all-details inline.c

Function get_msg (get_msg, funcdef_no=0, decl_uid=
caraph uid=0. svmbol order=0)
Deleted dead stare: str = "Hello worldWn";

((a) \ Inline)) aet msa ()
{
str[64]; | inline.c.040t.dse1
<bb 2> [0.00¢ o
str ={v} {CLOF Deleted dead store: str =
&Lstr
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if (DECL_P (inner) && !'DECL_EXTERNAL (inner)
& & 'TREE STATIC (inner)
&& 'DECL_ DECLARED INLINE_P(current_function_decl)
& & DECL_CONTEXT (inner) == current function_decl)

.

else if (DECL DECLARED INLINE P(current function decl)) M 22| 2 XM}

inner->base.volatile_flag = true; Disable
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Dump of assembler code for function main: Dump of assembler code for function main:
<+4>: movabs $0x6f77206f6c6c6548,%rax <+4>: movdqga 0x1b4(%rip),%xmm0
<+14>: mov $0xa646c72,%edx <+12>: mov %rsp,%rdi
<+19>: mov %rax, (%rsp) <+15>: movaps %xmmo0,(%rsp)
<+23>: mov %rdx,0x8(%rsp) <+19>: pxor %xmm0,%xmm0
<+28>: movq $0x0,0x10(%rsp) <+23>: movaps %xmm0,0x10(%rsp)
<+37>: movq $0x0,0x18(%rsp) <+28>: movaps %xmm0,0x20(%rsp)
<+46>: movq $0x0,0x20(%rsp) <+33>: movaps %xmm0,0x30(%rsp)
<+55>: movq $0x0,0x28(%rsp) <+38>: callq 0x400400 <puts@plt>
<+64>: movq $0x0,0x30(%rsp) .
<+73>: movq $0x0,0x38(%rsp) $ gcc -02 inline.c
<+82>: mov %rsp,%rdi $ ./a.out
<+85>: «callgq 0x400400 <puts@plt>

. Hello world
$ gcc —O1 inline.c
$ ./a.out

Hello world
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\E R
main(String[] args) {
System.out.printin( )

}
}

$ javac Main.java

$ dx --dex --output=classes.dex Main.
$ zip Main.apk classes.dex

$ record —cp Main.apk Main
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Tracing A|2{2te| f-87
Class Path

art::ClassLinker::FindClass

L art::ClassLinker::DefineClass

L art::ClassLinker::LinkClass
L art::ClassLinker::LinkMethods

L art::ClassLinker::LinklnterfaceMethods

aa
ol |
0a
_ a8
0 @ss  artnC.  art:MethodNameAndSignatureComparator::HasSameNameAndSignature & @& L
&t art.. art::ClassLinker::LinkInterfaceMethods a.. at.. B Part.
art::ClassHi..  art::ClassLinker::LinkMethods ... at. 3. at:linkC
art::ClassLinker::LinkClass ‘art::ClassLinker.,

art::ClassLinker::DefineClass
art::ClassLinker::FindClass




DEVIEW
2019




DEVIEW

2019

Function get_msg (get_msg, funcdef no=0, decl_uid= cgraph_uid=0, symbol_order=0)
Deleted dead store: str =

((always_inline)) get_msg ()

{
str[64]
<bb 2> | %]:
str ={v} {CLOBBER}
8estr
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(gdb) p *gsi->ptr
= {code = GIMPLE_ASSIGN, no_warning =

nontemporal_move = 0, plf = 1, modified =
= 0, pad = 0, subcode = uid =

location = num_ops = 2, bb =
next = prev =

visited =
has_volatile_ops

)
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else if (DECL DECLARED INLINE_P(current function_decl))

inner->base.volatile_flag = true;

| Front-End | Back-End

TREE GIMPLE RTL

Volatile Abstract IR

CLOBBER .
Front-end Optimize Pass

CONSTRUTOR DSE
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function find me a() {

console.log("hellworld");
}

$ nodejs hellworld.js

1: ~+0(this=0x355aaee01521 <JSGlobal Object>) {

2: ~find_me_a+0(this=0x355aaee01521 <JSGlobal Object>) {
hellworld

2:} -> 0x1aa1629004d1 <undefined>

1: } -> 0x1aa1629004d1 <undefined>
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--trace &4 disable A| ‘43 k|= bytecode --trace &4 enable A| ‘&‘3k|= bytecode

[generated bytecode for function: find me a] [generated bytecode for function: find me a]

Parameter count Parameter count

Register count Register count

Frame size

CallRuntime [TraceEnter], rO-r0

E> @ : ab StackCheck

S> @ LdaGlobal [0]1, [O] StackCheck
@ fa Star rl S> : LdaGlobal [0]1, [0O]

E> @ fa LdaNamedProperty rl, [1], [“Z] Star rl
@ fb Star r0 E> : fa LdaNamedProperty rl, [1], [2]
@ LdaConstant [2] Star r0
@ 9 Star r2 LdaConstant [~7]

E> © fb fa £9 CallPropertyl r0, rl, r2, [4] Star r2
¢ LdaUndefined E> : fb fa £9 CallPropertyl r0, rl, r2, [4]
« Star r0 LdaUndefined

CallRuntime [TraceExit], rO-rO

S> @ : ag Return
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function find me a() {
function find_me_a() { TraceEnter():
» console.log("hellworld");
TraceExit();

console.log("hellworld");

}
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function find _me a() {

TraceEnter();

console.log("hellworld");

READ

TraceExit();

find_me_a caller

2: ~find_me_a+0(this=0x355aaee01521 <JSGlobal Object>) { | stdout
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R2 S| X|AE{ 0| QIXH#2 Set

Fol| 2l HX|AE R QK| Set £ 25

R2 2| X| AE{0| A QIX}#2 Read

Boll T el X| 2E{0|AM AX} 3471



Uftrace0f|A &8

R2 | K| AE{0| QIX}#2 Set
Uftrace
I X|AE{0|AM XSS O =0]7]

15| Xl 2| X|AE| 2 QIX} Set

iInstrument

R2 2| X|AE{0)| M QIXH#2 Read

Boll T 2l X| 2E{0|AM AX} 3471
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function find _me a() {

TraceEnter();

console.log("hellworld");

READ
TraceExit();

find_me_a caller

Uftrace

UFTRACE

2: ~find_me_a+0(this=0x355aaee01521 <JSGlobal Object>) { Stream
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JavaScript 2=

[ 30053] | ~find_me_a+0(this=0x2c3bb9284de9 <JSGlobal Object>, 0x081d3615ead1 ...)

JavaScript 2 &

[ 30053] | v8::internal::Runtime_CompilelLazy() { 2| =X
[ 30053] | v8::internal::StackLimitCheck::JsHasOverflowed() {

0.145 us [ 30053] | v8::internal::GetCurrentStackPosition();

1.453 us [ 30053] | } /* v8::internal::StackLimitCheck::JsHasOverflowed */
[ 30053] | v8::internal::Compiler::Compile() {

[ 30053] | v8::internal::Compiler::Compile() {
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o= N
UHEE I?‘I |O ‘j JVM Classloader Public void helloWorld O {

gg EL‘E‘ICE—_-DI } System.out.printin(*hello™);

Pl np0|nt Intervening code to change the

bytecode at class loading time

Pinpoint

agent Public void helloWorld O {

Interceptor.beforeQ;
System.out.printin(“hello™);

Interceptor.afterQ;
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Pinpoint APM

Profiled Applications Host JVM
- Pinpoint Agent instruments traceable libraries

Host App Y Host App 2 “ua Host AIJFI' N at Class Load Time.
\ Host Application
\ |

Pinpoint Agent
(iava agent)
Pinpoint

Collector Send Profile Data
UDP/TCP + Thrift
II Support GRPC since 1.9.0
HEr-asa Write

HBase
Storage

HBase Read Pinpoint Web UI
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too much information

PINP INT = : :

O More (1900/2179) |

18:37

= StartTime Path Res(ms) Exception Agent Client IP Transaction

1900 2019.10.25 18:36:53 956 ~isPn:usixF‘athSeparatc:-r+{h{thi5=Dx‘l 9fb57bE2501 | 116) 0 5_MWodejs_Unknown remoteaddr 5_Modejs_Unknown®1571996201 103292929
1899 2019.10.25 18:36:53 960 B-is PosixPathSeparator+this=0x13f 057082501 | 47) 0 5_Modejs_Unknown remoteaddr 5_Modejs_Unknown®1571996201 103492529
1898 20191025 183655 967 B-is PosixPathSeparator+this=0x1 3057082501 , 117) 0 5_Modejs_Unknown remoteaddr 5_Modejs_Unknown®1571996201 103492529

1887 20191025 18:36:53 972 B-is PosixPathSeparator+this=0x13fb570825061 | 102) 0 5_Modejs_Unknown remoteaddr 5_Modejs_Unknown®1571996201 103452529

1896 200191025 18:36:53 977 hisP'-:usixF‘athSEparatc:-r+Ch{this=Dx‘l Sfb57bE25b61 , 116) 0 5_Modejs_Unknown

1895 2019.10.25 18:36:53 385 ﬂisP'u::sixF‘athS&paratc:-r+Eh{thi5=Dx‘l9ﬂ:|5?I:|825I:|1 114 0 5_Modejs_Unknown PINP INT &, < Nodeis Unk - e B @] v pea tve B o T I e
J === 5_Modejs_Unknown 20m

1884 20191025 18:36:53 950 ~isP'u:usixF‘athSEparatc:-r+Ch{thi5=Elx‘l Sfb57b32501 | 97) 0 5_Modejs_Unknown

Gali 20 evaluabor

S L 2019.10.25 18:38:54 +09:00 ~ 2019.10.25 18:43:54 +09:00 EED £, S_Nodejs_Unknown Al

Mot for distnbution or produchon use
m

1893 20191025 18:36:53 994 ﬂisPnsixF‘athS&paratc:-r+Eh{thi5=Elx‘l Ofb57b82501 | 99) 0 5_Modejs_Unknown

goysnet

1892 20191025 183655 998 hisP'-:usixF‘athSEparatc:-r+Ch{this=Dx‘l Ofb57b82501 , 101) 0 5_Modejs_Unknown

1891 20191025 18:36:54 008 ~isPu:usixF‘athS&paratc:-r+Eh{thi5=Elx‘l 9fb57b82501 |, 95) i 5_MWodejs_Unknown
1890 20191025 18:36:54 011 B-is PosixPathSeparator+this=0x13fb57b82501 |, 112) 1 5_Modejs_Unknown
1889 2019.1025 18:36:54 014 ~isPn:usixF‘athSeparatc:-r+{h{thi5=Dx‘l 9fb57bB2501 |, 108) o 5_MWodejs_Unknown
1888 20191025 183654017 B-is PosixPathSeparator+this=0x123fb570825061 | 117) 0 5_Modejs_Unknown
1887 20191025 183654 020 B-is PosixPathSeparator+this=0x13fb57b82501 , 103) 0 5_Modejs_Unknown

1886 2019.10.25 183654 026 hisP'-:usixF‘athSEparatc:-r+Ch{this=Dx‘l Sfb57bE25b1 | 105) 0 5_Modejs_Unknown

1885 20191025 18:36:54 035 B-is PosixPath5eparator+{this=0x13fb57b82501 , 110) 0 5_Modejs_Unknown

0 = — —

I I I ! I
2019.10.25 2019.10.25 2019.10.25 20191025 2019.10.25
18:38:54 18:40:09 18:41:24 18:42:39 18:43:54

° 5,302 ° 0

1884 20191025 183654 043 B-is PosixPathSeparator+this=0x13fb57b825b01 | 95) 0 5_Modejs_Unknown

1883 20191025 183654 062 B-is PosixPathSeparator+this=0x13fb57b82501 , 110]) 0 5_Modejs_Unknown

1882 20191025 18:536:54 065 B-is PosixPathSeparator+this=0x193fb570825061 |, 111) 0 5_Modejs_Unknown

1881 2019.102518:3654 077 hisP'-:usixF‘athSEparatc:-r+Ch{this=Dx‘l Ofb57bE2501 | 100) 0 5_Modejs_Unknown Response Summary

1880 20191025 18:536:54 080 B-is PosixPath5eparator+{this=0x193fb57b82501 , 101) 0 5_Modejs_Unknown

12K 4

1879 20159.10.25 18:36:54 084 hisP'-:usixF‘athSEparatc:-r+Ch{this=Dx‘l Sfb57bE2501 | 106) 0 5_Modejs_Unknown

S Nodejs_Unknown




function find_me_a() {
return find_me_b();

¥

function find_me_b() {
return find_me_c();

}

function find_me_c() {

return 1;

}

find me a();

Declarations

function find me a

DEVIEW
2019

function find me b

function find me c

Statement

Call find me a
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START v8:internal::_GLOBAL__N_1::CompileToplevel()

N N N
/ / /
Enter Func 0 Enter find me a Enter find me b
Call find_me a() Call find_me b() Call find_me c()

v8::internal::Execution::Call v8::internal::Execution::Call v8:internal::Execution::Call
v8::internal::Execution::(anonymous: v8::iinternal::Execution::(anonymous v8::iinternal::Execution::(anonymouse nc
v8::iinternal::Runtime_CompileLazy v8::iinternal::Runtime_CompilelLazy v8::iinternal::Runtime_CompilelLazy
v8:internal:_RT_imple_Runtime_Col v8:internal:_RT_imple_Runtime_Co| v8:internal:_RT_imple_Runtime_Compi

v8::iinternal::Compiler::Compile v8::iinternal::Compiler::Compile v8:iinternal::Compiler::Compile




DEVIEW

TraceEnter & XA

START v8:internal::_GLOBAL__N_1::CompileToplevel()

FLAG trace N N
Entefl Func O Enter find me a Enter find me b
Calf find me a() Call find_me b() Call find_me c()

- - licution::Call
v8::internal::Execution::(anonymous v8::internal::Exgcution::(anonymous v8::iinternal::Ex@cution::(anonymouse nc
v8::iinternal::Runtime_CompileLazy v8::iinternal::Ruptime_CompileLazy v8:internal::Rugtime_CompileLazy
v8:internal:_RT_imple_Runtime_Col v8:internal:_Rf_imple_Runtime_Co| v8:internal:_RE imple_Runtime_Compi

TraceEnter 412! TraceEnter 41!

TraceEnter AH2l
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Xk
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- . NodeJSe} v82| &=
JavaScript

NodeJS Engine ' ~
J |

avascript

Native Component

Libuv (I/0, Http, ...)

Parser

Abstract Syntax Tree

Run

Compiler

Generate Bytecode

Result

Generate Opcode

OPERATING SYSTEM

v8::Local<v8::Script> script = v8::Script::Compile(context, source);

v8::Local<v8::Value> result = script->Run(context);
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Javascript Compile g

v8:internal::Compiler::CompilgHandle <JSFunction> function§ClearExceptionFlag, IsCompiledScope*)

v8:internal::JSFunction

T B i

v8::Function

v8::Function *func = reinterpret_cast<v8::Function*>(ARG1(regs));

v8::String::Utf8Value name(func->CreationContext()->Getlsolate(), func->GetDebugName());
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v8:internal::Compiler::Compile A%} A2

Function 0| & 9}7]

v8::internal::FLAG trace

on

—

Runtime TraceEnter

Bytecode &Y

—
—
Xz

v8::internal::FLAG trace
off

v8:internal::Compiler::Compile S =
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PINP INT

.

=R

14:59

O Done (29/29)

15200

# StartTime

29 201910225 15:00:26 267

28 201910225 15:00:35 003

26 20191025 15:00:33 994

12 201910225 15:00:37 928

15 201910225 15:00:37 162

E~ﬁnd_me_a+ﬂ
Bl -find_me_a+0
E~ﬁnd_me_a+l]
E~ﬁnd_me_a+l]

Bl ~find_me_a+0

ApplicationMame : 5_Nodejs_Unknown

Call Tree Server Map

Method

API-METADATA-MOT-FOUND

) REMOTE _ADDRESS

Timelin

m

Argument
~find_me_a+0

remoteaddr

StartTime

15:00:40 668

Res(ims) Exception
49

11

PINP O INT

GolS 2.0 evaluation

gojnat

Agent

5_Nodejs_Unknown
5_Modejs_Unknown
5_MNodejs_Unknown
5_Modejs_Unknown

5_Nodejs_Unknown

{c} 1958-2019 Northwoods Software
Not for distnbution or producbon use

Client IP

remoteaddr

remoteaddr

remoteaddr

remoteaddr

remoteaddr

Transaction

5_Modejs_LUnknown™157198321 6096925292
5_MNodejs_Unknown™157198321 6096925292
5_Nodejs_Unknown™1571598321 60969259292
5_Modejs_LUnknown™157198321 60964929292

5_Modejs_LUnknown™157198321 6096925292

<£. S_Nodejs_Unknown v e $1 &1 v REAL TIME

2019.10.25 14:55:42 +09:00 ~ 2019.10.25 15:00:42 +09:00 £

USER

S_Nodejs_Unknown

tast5m 20m

Q @
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th 3h 6h 12h 1d 2d

£, s_Nodejs_Unknown All
s 2 X ©

(ms)

10,000 —

7.500 —

5000 —

2500 —

0 — -

I I I I T
2019.10.25 2019.10.25 2019.10.25 2019.10.25 2019.10.25
14:55:42 14:56:57 14:58:12 14:59:27 15:00:42

® "29 IZ ® - e.:fo

Response Summary (2
40
29
20 |
0 0 0 0 0
1 1 1 1
1s 3s 5s Slow Error
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Javascript & +&

AL}YUSH= CallTree
v8::iinternal::Runtime_CompilelLazy

v8:iinternal:_ RT_imple_Runtime_CompileLazy

Tracing v8:internal::Compiler::Compile

Data

Javascript &7}

|
AL EECE &Y

12,353,295 => 9,969,632 line <Function name> Lazy Compile
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